The Internet provides tremendous connectivity and immense information sharing capability which the organizations can use for their competitive advantage. However, we still observe security challenges in Internet-based applications that demand a unified mechanism for both managing the authentication of users across enterprises and implementing business rules for determining user access to enterprise applications and their resources. These business rules are utilized for privilege management or authorization in a security context. In this paper, we design a role-based privilege management leveraging access control models and X.509 attribute certificate. We attempt to develop an easy-to-use, flexible, and interoperable authorization mechanism. Also, we demonstrate the feasibility of our architecture by providing the proof-of-concept prototype implementation using commercial off-the-shelf technologies.
Introduction
Many organizations have transited from their old and disparate business models based on ink and paper to a new, consolidated ones based on digital information on the Internet. The Internet is uniquely and strategically positioned to address the needs of a growing segment of population in a very cost-effective way. It provides tremendous connectivity and immense information sharing capability which the organizations can use for their competitive advantage. However, we still observe security challenges in Internet-based applications that demand a unified mechanism for both managing the authentication of users across enterprises and implementing business rules for determining user access to enterprise applications and their resources. These business rules are utilized for privilege management or authorization in a security context [13] . In this paper, we often use the term authorization and access control as an identical notion of privilege management. Authentication mechanisms have been practiced at considerable length and various authentication schemes such as SSL, LDAP-based, or secure cookies-based have been widely accepted. Unlike authentication mechanisms, authorization mechanisms which can conveniently enforce various business rules from different authorization domains among various applications still need to be investigated.
Role-based access control (RBAC) has been acclaimed and proven to be a simple, flexible, and convenient way of managing access control [6, 15] . This extremely simplifies management of privileges, reducing complexity and potential errors in directly assigning privileges to users. Another issue is to support such a simplified privilege management among distributed Internet-based enterprise applications. Privilege management infrastructure (PMI) [4, 5] has recently been introduced allowing us to establish the trustworthiness among different authorization domains as long as each of them keeps the meaning of attributes intact.
Our objective in this paper is to design a role-based privilege management leveraging RBAC features and X.509 attribute certificate in PMI. We attempt to develop an easy-to-use, flexible, and interoperable authorization mechanism. We also seek to address the issue of how to advocate selective information sharing in internet-based enterprise applications while minimizing the risks of unauthorized access.
The rest of this paper is organized as follows. Section 2 shows previous researches related to our work. Section 3gives an overview of background technologies. Section 4 describes our approach to designing a role-based privilege management with attribute certificates and delegation including system architecture and authorization policies. Implementation details are described in Section 5. Section 6 discusses lessons learned from our experiment and concludes the paper.
Related Works
Several researchers have been trying to accommodate RBAC features into largescale systems of intranet or extranet focusing on various applications such as database systems, web servers, or web-based workflow systems. At the same time, delegation has been studied by a number of researchers as an important factor for secure distributed computing environment [7] .
In the OSF/DCE environment [11] , privilege attribute certificate (PAC) that a client can present to an application server for authorization was introduced. PAC provided by a DCE security server contains the principal and associated attribute lists, which are group memberships. This approach focused on the traditional group-based access control.
Similarly, Thompson et al. [18] developed a certificate-based authorization system called Akenti for managing widely distributed resources. It was especially designed for system environments where resources have multiple stakeholders and each stakeholder wants to impose conditions for access. Their approach emphasized the policy-based access control in a distributed environment.
Also, several studies have been carried out to make use of RBAC features with the help of public-key certificates [1, 12] . Public-key certificates were used to contain attribute information such as role in their extension field. To add role information into public key certificates, however, may cause problems such as shortening of certificates' lifetime and complexity of their management [17] .
In general, delegation is referred to as one active entity in a system delegates its authority to another entity to carry out some functions. In role-based systems, the delegated authorities are roles. The requirements related to role-based delegation have been identified in the literature [2, 8, 21] . A work closely related
